INSTALACION SERVIDOR VPN PARA USAR CON SMARTSDR

Hola a todos,

Después de leer y leer, ver videos de cémo se realizan las instalaciones de VPN, probarlas y ver
gue no funcionan con el SmartSDR, he decidido hacer este pequefio tutorial para que los que
estén interesados no pierdan tanto tiempo como yo en intentar poner en marcha el sistema de

control remoto para equipos Flex como es en este caso.

He de decir que no solamente es valido para los Flex.

Al disponer de una VPN se le pueden dar mas servicios, los que nosotros queramos al margen

del uso de la emisora remotamente.

Lo primero a tener en cuenta es que la instalacion del servidor VPN, para que funcione el Flex,

no sirve con la instalacién de un servidor normal y corriente de VPN.

Su configuracién ha de ser en modo BRIDGE.

No voy a entrar en detalle a explicar este modo, pues para eso hay mucha informacién en

internet y de facil acceso si queréis literatura.

Vamos al caso practico que es el que nos ocupa.

e Descargamos el software de la web del fabricante, en este caso SOFTETHER.

0 http://www.softether-download.com/en.aspx?product=softether

0 En mi caso Seleccionamos la versién para Windows, hay opciones para Linux

.z
también.
softether-download.com @
kn de Mi eBay [ Gestionar Tienda *. Rastronet *. R @ Envios de eBay P m... ® WhatsApp Web gi3 TourLine Express /i MRW B¢ Traductor & Calculador de tarifas © LogMein ™3 Panda Managed Offic.
~
&) SoftEther Download Center &
SoftEther Project Source Code on GitHub University of Tsukuba

Select Software
SoftEther VPN (Freeware) ~
Select Component
SoftEther VPN Server
Select Platform
Windows

Select CPU

Intel (x86 and x64) ~

Download Files (57)

» Note: The following program uses the network functions of the operating system because this is VPN software,
Some anti-virus software o firewalls warn that such behavior might be dangerous.
If your anti-virus disturbs the VPN function, add the VPN program file or the installer to the exception list.

e

SoftEther VPN Server and VPN Bridge (Ver 4.21, Build 9613, beta)
softether-vpnserver_vpnbridge-v4.21-9613-beta-2016.04.24-windows-x86_x64-intel.exe (44.73 MB)

Release Date: 2016-04-24 <Latest Build>

What's new (ChangeLog)

Languages: English, Japanese, Simplified Chinese

0S: Windows, CPU: Intel (x86 and x64)

(Windows 98 / 98 SE / ME / NT 4.0 SP6a / 2000 SP4 / XP SP2, SP3 / Vista SP1, SP2 / 7 SP1 /8 / 8.1/ 10 / Server 2003 SP2 / Server 2008 SP1, SP2 / Hyper-V.
Server 2008 / Server 2008 R2 SP1 / Hyper-V Server 2008 R2 / Server 2012 / Hyper-V Server 2012 / Server 2012 R2 / Hyper-V Server 2012 R2)

Ejecutamos la instalacion siempre como administrador y con todos los permisos.
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La instalacion la he realizado en un Windows 7, pero es exactamente igual en cualquier otro
sistema de Windows a partir de XP.

Welcome to the SoftEther VPN Setup Wizard

ﬁ Extremely Powerful Open-Source VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance
VPN with the ultimate compatibilities to many devices. Windows, Mac, smartphones, tablets
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported.
ScftEther VPN also accepts OpenVPN and MS-SSTP VPN clients.

SoftEther VPN

Le damos Siguiente.
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@ Control de cuentas de usuario

@ ;Desea permitir que este programa realice cambios en
el equipo?

Nombre del programa: VPN Software
Editor comprobado: SoftEther K.K.
Origen del archivo: Unidad de disco duro en este equipo

(¥) Mostrar detalles

Cambiar |a frecuencia con |2 que aparecen estas notificaciones

Le decimos que Si, al control de cuentas de usuarios de Windows. Si estuviera habilitado.

&P [ SoftEther VPN Setup Wizard (Version 4.21.9613)

Select Software Components to Install

g SoftEther VPN Server
& SoftEther VPN Bridge
Cﬂ SoftEther VPN Server Manager (Admin Tools Only)

About SoftEther VPN Server

g Install it on a server computer at the central site of VPN. The management tools will be also
4 installed.

[ Siguiente ][ Cancelar ]

Elegimos la opcidn marcada y le damos siguiente.
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End User License Agreement

Please read the End User License Agreement carefully.

Softether VPN Server, Client and Bridge are free software, and released as open-
source. You can redistribute them and/or modify them under the terms of the GNU
General Public License version 2 as published by the Free Software Foundation.

Copyright (c) 2012-2016 Daiyuu Nobori.

Copyright (c) 2012-2016 SoftEther Project at University of Tsukuba, Japan.
Copyright (c) 2012-2016 SoftEther Corporation.

All Rights Reserved.

http://www.softether.org/

Iagree to the End User License Agreement.

Aceptamos la licencia y le damos siguiente.

Important Notices

' SoftEther VPN software has extremely powerful communication abilities. Before use please read the

/ Important Notices carefully.

THE IMPORTANT NOTICES ABOUT SOFTETHER VPN

FUNCTIONS OF VPN COMMUNICATIONS EMBEDDED ON THIS SOFTWARE ARE VERY
POWERFUL THAN EVER. THIS STRONG VPN ABILITY WILL BRING YOU HUGE BENEFITS.

HOWEVER, IF YOU MISUSE THIS SOFTWARE, IT MIGHT DAMAGES YOURSELF. IN ORDER
TO AVOID SUCH RISKS, THIS DOCUMENT ACCOUNTS IMPORTANT NOTICES FOR
CUSTOMERS WHO ARE WILLING TO USE THIS SOFTWARE. THE FOLLOWING
INSTRUCTIONS ARE VERY IMPORTANT. READ AND UNDERSTAND IT CAREFULLY.
ADDITIONALLY, IF YOU ARE PLANNING TO USE THE DYNAMIC DNS, THE NAT

-~

3

Le damos Siguiente.
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Ready to Install

Install of SoftEther VPN Server is ready.

Click Next to perform the install.

Le damos Siguiente. Y dejamos la ruta por defecto que nos dice, sin tocar nada mas.

Setup is in Progress

£, SoftEther VPN CarooilB

=™ 20IfErEL ARIA o

(X)) The setup of SoftEther VPN Server is in progress.
£°9)  Please wait...

Setting a security on "Ci\Program Files\SoftEther VPN Server\vpn_server.config” ..

w

Esperamos a que termine la instalacion.
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Setup Finished

() The setup process of SoftEther VPN Server has completed successfully.
L

bk

Start the SoftEther VPN Server Manager.

SoftEther VPN is a work of the research and development project of Japanese
Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

Dejamos marcado Ejecutar el software VPN Manager, y le damos finalizar.
La instalacidon ha terminado.

Pasamos a la configuracion.
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Nos aparece esta pantalla.

(1€
=i
—

RS

Server Manager
- [————

Connection Settings for VPN Server:

@A Connection Settings for VPN Server or VPN Bridge are defined as follows.
e Double-click the item to connect to the server.
To add a new connection, click New Setting.

Setting Name VPN Server Hostname  Operation Mode
k@ localhost (This server)  localhost Entire VPN Server

| | editsetting | | Delete setting

Connect

| Makea Certificate

B [ smatcardManager. | [ Select Smartcard..

| About softEther VPN.. | | Exit SoftEther VPN Server Manager

Le damos al botén de CONNECT.
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Change the administrator password of the server localhost. Enter the new
password and click OK.

New Password:

Confirm Password:

Nos pide una contrasefia, la primera vez que ejecutamos el software. Esta contraseiia puede
ser la que vosotros querais, y que recordéis por si os la pide mas adelante cuando modifiquéis
la configuracion del servidor VPN, o para usar con el control manager de la propia casa
remotamente.

Ponéis la contrasefia y la repites en el otro recuadro.
Le das ok.

ﬂ SoftEther VPN Server / Bridge Easy Setup

By using this setup you can easily setup a SoftEther VPN Server or VPN Bridge for the following use and purpose. After exiting the setup, you can use the
VPN Server Manager to freely configure more advanced settings.

Select the type of VPN server you want to build. Multiple types can be selected together.

Remote Access VPN Server

The Remote Access VPN Server allows VPN Client computers in remote locations to access
to the existing Ethernet segments, for example company LAN.
Any VPN Clients who is connecting to the VPN Server will be able to access to the network
as if they are connected directly and physically to the network.

Site-to-site VPN Server or VPN Bridge

Site-to-site VPN is a VPN configuration to connect between two or more remote Ethernet
segments.

Each of the sites are connected together, and become the same segment at Layer-2 level. It
enables any computers of each sites to communicate to each other as if there is a single
network.

Select the role of this VPN Server:

©) VPN Server or VPN Bridge at Each Site (Edge)

Other Advanced Configuration of VPN

Select this if you are planning to build a VPN system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch
function.

Click Next to start Setup. Click Close if you want to exit the setup and manually configure all settings.

Net> [ Close

Marcas las opciones que ves en pantalla y le das Next.
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The current settings of this VPN Server or VPN Bridge will be initialized.
Do you really want to do this?

Le dices que Si.

You have to create one Virtual Hub on the VPN Server at least.
Name the new Virtual Hub as you prefer.

Virtual Hub Name: |

Dejas por defecto el nombre del Virtual Hub, como VPN, tal cual se ve.
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@B Dynamic DNS Function

This VPN Server has 3 Built-in Dynamic DNS Function.

The Dynamic DNS 3559 8 unique and permanent DNS hostname for this VPN Server. YOu €an use that hostname 20 specify this VPN Server
on the settings for VPN Client 3nd VPN Brige. You need not 10 register 3nd keep 3 domain name

Alz0, if your ISP 3354905 you 3 gyramic (not-fxed) [P 33dress, the corresponding IP address of your Dyramic DNS hostname will be
atomatically changed. It enadles you 0 keep running the VPN Server by using only 3 dynamic IP address.
Therefore, you need not any longer to keep 52atic Qlobal IP 3adresses with expences monthly Costs.

Moreover, this VPN Server version supports NAT-Traversal” function If the VPN Server is inside the NAT and is assigned only 3 private IP
200155, YOU CAN CONNECE 1O that VPN Server rom the Internet side without any special settings on the NAT beforehand.

Current Status: Mogity the Settings:

Assigned Dynamic DNS Hostn

Suas . ‘,_‘ Change the Dynamic DNS Hostname:
sofitether.ne Mt - .
) UTEEEEER,  .softether.net
Global IPw4 Address: Hostname s with only 3lphabets numeric and dashes - Three

letters 3t least.
You can change It any time later.

Global IPvé Address:
Unable to reach the IPv6 DDNS Server. Set to Above Hostname

—
DNS Key: GNUSRZXeelS3n+y1aKTEBZIM+1Um | Hint

i I you are not connected to IPV6 intemet. "GloDAI VG ASaress™ Should show an error.
A few countries Of territories might prohidit Dynamic DNS Service.

Connect via Proxy Server..

En el recuadro marcado en rojo, nos dara un nombre DNS para poder tener acceso desde
fuera.

Esto que significa, que normalmente los usuarios de casa no solemos tener direcciones IP
Publicas fijas, suelen ser dindmicas, y cada vez que apagamos el Router o hay un corte de ADSL
esa direccidon cambia.

Con el sistema DNS de nombres, da igual si la IP publica cambia, la conexién la tenemos
asegurada siempre que sepamos que Nombre DNS poner.

En este caso lo da automaticamente el programa y debemos de anotarlo en una hoja para
posterior uso.

El nombre DNS tiene la siguiente estructura: vpn1234567890.softether.net

En los recuadros amarillos, el de arriba muestra ese nombre DNS que acabamos de poner.
En el recuadro amarillo de abajo pone nuestra IP Publica en estos momentos.

Pero al ser dindmica cuando se apaga el Router varia.

Y eso ya no nos importa al disponer del nombre DNS.
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IPsec / L2TP / EtherIP / L2TPv3 Server Settings

Virtual Hubs on the VPN Server can accept Remote-Access VPN connections from L2TP-compatible PCs, Mac OS X and Smartphones,

and also can accept EtherlP / L2TPv3 Site-to-Site VPN Connection.

L2TP Server (Remote-Access VPN Server Function)

VPN Connections from Smartphones suchlike iPhone, iPad and Android, and also from
built-in VPN Clients on Mac OS X and Windows can be accepted.

Enable L2TP Server Function (L2TP over IPsec)

Make VPN Connections from iPhone, iPad, Android, Windows, and Mac OS X acceptable.
Enable L2TP Server Function (Raw L2TP with No Encryptions)

It supports special VPN Clients which uses L2TP with no IPsec encryption.

( i ’ Users should specify their username such as "Username@Target Virtual Hub Name™ to connect this L2TP Server.

If designation of a Virtual Hub is omitted, the below Hub will be used as the target.

Default Virtual Hub in a case of omitting a name of Hub on the Username: VPN

EtherIP Server Function (Site-to-Site VPN Connection)

Router products which are compatible with EtherlP / L2TPv3 over IPsec can connect to Virtual Hub on
the VPN Server and establish Layer-2 (Ethernet) Bridging.

Enable EtherIP / L2TPv3 over IPsec Server Function | Ethertp / L2713 Detal settings |

IPsec Common Settings

IPsec Pre-Shared Key: VPN

IPsec Pre-Shared Key is also called "PSKs™ or "Secrets”, Specify it with around eight

ASCII characters, and let all VPN users know.

Dejamos marcado como se ve en la imagen, y le damos Ok. El resto de opciones no se toca.

VPN Azure Cl
Enable —~
|

Penetrates VPN Session Establish a
Firewall ) is Relayed _SSTP VPN

i ° N
No Need I
*, x Net Admin \.
\,‘ Privileges
¥ No Need
Global IP

N B LT

) ‘ No Need Windows
Your PC with ‘ Open Ports Vista/7/8/RT
VPN Server

Use Built-in
Windows
VPN Client

Home

VPN Azure Cloud VPN Service (Free)

VPN Azure makes it easier to establish a VPN Session from your home PC to your office PC. While a VPN connection is established, you can

access to any other servers on the private network of your company.

You don't need a global IP address on the office PC (VPN Server). It can work behind firewalls or NATs. No network administrator’'s

configuration required. You can use the built-in SSTP-VPN Client of Windows in your home PC.

VLI VPN Azure is a cloud VPN service operated by SoftEther VPN Project. VPN Azure is free of charge and available to anyone. Press the
b right button to see details and how-to-use instructions.

VPN Azure Setting
() Enable VPN Azure
Status: Not Connected

@ Disable VPN Azure

How to Use VPN Azure
(Visit the Web)

Dejamos marcado como se ve en la imagen, y le damos Ok. El resto de opciones no se toca.
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@ To complete the setup of this VPN Server / VPN Bridge, you must complete the following tasks.

Step 1. Create a User to Accept VPN Connection

When this VPN Server accepts a remote access VPN, or becomes the central site-to-site VPN server
that accepts connections from other sites, create users to accept the VPN connection.

Create Users

Step 2. Define a Connection to Destination YPN Server

When this VPN Server is installed on a particular site (edge) of a site-to-site VPN, you have to
specify the address of the center VPN Server that accepts the connections, and establish a
connection to that central VPN Server,

[ Configure Connection Setting

Step 3. Set Local Bridge

For an site-to-site VPN, use the Local Bridge Function to connect a bridge between the virtual
Ethernet segment on the VPN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Network Adapter) that will be provide the bridge connection to the VPN.

(Conexion de area local [Conexion de red Intel(R) PRO/1000 MT (ID=0637308820)] v

Once the required settings are configured, click Close. An advanced management

tool for VPN Server / VPN Bridge will be appeared. You can then configure any
advanced settings as you wish.

Seleccionamos en el recuadro inferior la conexidn de area local, tal y como se muestra en la
imagen. El nombre de la tarjeta puede variar segin ordenador.

Una vez seleccionada la tarjeta de red, pinchamos en CREATE USERS.
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Security Policy
User Name: Jorge

Full Name:  Gallardo

Note: Password Authentication Settings:

— “ Password: eeessssse
(Optional):

Confirm Password: sesesssse

Set the Expiration Date for This Account

Individual Certificate Authentication Settings:

19/111/2014 v 0:00:00 The users using ‘Individual Certificate Authentication’ will
be allowed or denied connection depending on whether
the SSL client certificate completely matches the certificate
that has been set for the user beforehand.

Auth Type: | € Anonymous Authentication
“Password Authentication

Individual Certificate A ication [Specify Certiﬁcate] [ View Certificate ] [ Create Certificate ]
$9signed Certificate Authentication

5 RADIUS Authentication Signed Certificate Authentication Settings:

oS8 NT Domain Authentication Verification of whether the client certificate is signed is
ﬁ based on a certificate of a CA trusted by this Virtual Hub,

RADIUS or NT Domain Authentication Settings:
imi mmon Name (CN) Vals
Login attempts by password will be verified by the external [ timit Co onName: ) Value
RADIUS server, Windows NT domain controller, or Active Directory [
controller,

D Specify User Name on Authentication Server D Limit Values of the Certificate Serial Number

User Name on Authentication Server: I [

Note: Enter hexadecimal values, (Example: 015SABCDEF)

Hint: Define a user object with username "*' (asterisk) in order to accept a login attempt of a user which
does not match any of registered explicit user objects. Such a special user will use the external [ oK ] [
user-authentication server to verify the login.

Cancel

Introducimos los datos correspondientes al usuario que queramos dar de alta, segun foto.

User Name, Full Name, password y confirm Password.

User Jorge has been created.

Ya esta creado el usuario.

Asi con cuantos usuarios queramos dar de alta para el acceso VPN.
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6 Virtual Hub "VPN" has the following users.

User Name Full Name Group Name Description Auth Method Num Logins
6 Jorge Gallardo - Password Authe.. 0

Last Login
(None)

] [ View User Info l [

Nos muestra los usuarios que hemos dado de alta.

Le damos Exit.

- Using Local Bridge Function on VM

It has been detected that the VPN Server might be running on a VM (Virtual Machine) suchlike VMware
or Hyper-V. Read the following instructions carefully. If you are not using a VM, please ignore this

message.
Instructions

Host Machine

VM Guest OS

SoftEther VPN
Virtual Hub

Physical
Network Segment

Some VMs prohibit the "Promiscuous Mode™ (MAC Address Spoofing) on the network adapters by

default.

If the Promiscuous Mode (MAC Address Spoofing) is administratively disabled, the Local Bridge

function between a Virtual Hub on the VPN Server and a physical network adapter on the physical
computer does not work well. You should allow the Promiscuous Mode (MAC Address Spoofing)
by using the configuration tool of the VM.

For details please refer the documents of your VM. If it is a shared-VM and administrated by other

person, please request the administrator to permit the use of the Promiscuous (MAC Address

Spoofing) Mode to your VM.

damos Ok.

Le
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g Manage VPN Server "localhost"

Virtual Hub Name

@ven

Status
Online

Type Users Groups Sessions MAC Tables  IP Tables
Standalone 1 0 1 0 0

<

m »

| Managewiwairub | ouee [ omine || viewswts | [ createavinuairuo | | propeties || peiete |

Management of Listeners:
Listener List (TCP/IP port):

Port Number Status
ehTCP 443 Listening
o TCP 992 Listening
¢hTCP 1194 Listening
¢ TCP 5555 Listening

VPN Server and Network Information and Settings:

i Clustering Configuration ]
ﬁ | Encoptionana Netvork | ﬁ [
ﬂ [ View Server Status ] & [ Clustering Status ]
BB [ mamomens | o[ i

AL | Local Eridge setting 9[uyerzsmmsmim] i | tPsec/1z1Psetting | | Openvm/ngrpsmmg ]
@B | ovramic onis seving | [ VPN Azure Setting ]%[ venGatesettng || Remesn | [ est |

Current DDNS Hostname: VPN581977245.softether.net

Ya casi hemos terminado. Pinchamos donde esta la X roja.

EA4AYW. Jorge Gallardo. @Copyright. 2016.



OpenVPN / MS-SSTP VPN Clone Server Function Settings

OpenVPN Clone Server Function

This VPN Server has the clone functions of OpenVPN software
products by OpenVPN Technologies, Inc.

== g
Server Function
OpenVPN Protocol
Any OpenVPN Clients can connect to this VPN Server. =

Enable OpenVPN Clone Server Function

SoftEther VPN
- Server
OpenVPN Protocol
UDP Ports to Listen for OpenVPN: 2
1194

[esoreoso]
Multiple UDP ports can be specified with splitting by space or comma letters.

OpenVPN Server Function also runs on TCP ports. Any TCP ports which are defined as listeners on the VPN Server accepts OpenVPN
Protocol respectively and equally.

Sample File Generating Tool for OpenVPN Clients

Making a OpenVPN Client configuration file is a very difficult job. You can use this tool to generate an appropriate OpenVPN Client
configuration file. The generated configuration sample can be used immediately.
-

[ Generate a Sample CO%tion File for OpenVPN Clients ]
Microsoft SSTP VPN Clone Server Function

This VPN Server has the clone functions of MS-SSTP VPN Server

which is on Windows Server 2008 / 2012 by Microsoft Corporation.
Built-in MS-SSTP Clients on Windows Vista /7 /8 /RT /10 can

MS-SSTP Clone
Windows Server Function
Vista, 7, 8, RT
connect to this VPN Server. SoftEther VPN
Server

MS-SSTP Protocol
Enable MS-SSTP VPN Clone Server Function

The value of CN (Common Name) on the SSL certificate of VPN
Server must match to the hostname specified on the client, and

that certificate must be in the trusted list on the client. For details
refer the Microsoft's documents.

Built-in MS-SSTP VPN
Client

The manner to specify a username to connect to the Virtual Hub,
and the selection rule of default Hub by using these clone server
functions are same to the IPsec Server functions.

[ IPsec Server Configuration l

Pinchamos donde estad la X roja.

Esto genera 2 ficheros con extensién OVPN para poder importarlos en el software cliente con
la configuracidn del servidor VPN.
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Organizar v Nueva carpeta

[ —

3 Faveritos ) Bibliotecas
s | Carpeta de sistema

/9 Bibliotecas

usuario

8 Equipo Carpeta de sistema

% 2 Equipo

Red Carpeta de sistema
Red
Carpeta de sistema

WL IR OpenVPN_Sample_Config_localhost_20141118 225909
Tipo: | ZIP Files (*.ZIP)

@ Ocultar carpetas

The ZIP file
'C:\Users\usuario\Desktop\OpenVPN_Sample_Config_localhost_201411
18_225909.zip" which contains the setting files for OpenVPN.

Open this ZIP file to extract sample configuration files for OpenVPN
which can be used immediately and easily.
You might be required to revise the configuration file a little.

For details please read the 'readme.txt’ file in the ZIP file.

Do you want to open this ZIP file now?

Le damos que NO.

EA4AYW. Jorge Gallardo. @Copyright. 2016.



Estos ficheros tienen toda la configuracidn relativa al servidor VPN.

Normalmente yo los he usado para importarlos a la aplicacion OpenVPN del IPhone para la
conexion directa.

La manera de importarlos en el IPhone:

Seleccionamos los dos ficheros y los enviamos por email, a una cuenta que puedas recibir en el
iPhone.

Cuando recibimos el correo con los dos ficheros adjuntos, pulsamos sobre uno de ellos. Y nos
muestra una serie de opciones, entre ellas Copiar a OpenVPN

Le pulsamos esa opcién y se nos abre el programa en el IPhone.

Le tenemos que Pulsar el botdn Verde con un +, esto nos activa esa conexidn en el programa
para poderla usar.

Nos pide dos datos.
Usuario y contrasefa.

Le ponemos el usuario y contrasefia que dimos de alta cuando pulsamos CREATE USER. Y
salvamos la configuracion con el botdn desplazandolo a la derecha SAVE.

eeee odafore ES 4G 0:09 95 a%
About OpenVPN Help

@ OpenVPN Connect

G s ot tether net/1est_opens
Standard profie

o
e

aa =
*ssssceee

Save ’\I

#d Disconnected

MORE FROM OPENVPN

TECHNOLOGIES

’ Private Tunnel -« Your Secure and
Private Path to the Internet

®

OpenVPN is a reqistered

Para conectar hay que desplazar hacia la derecha el botén que estd por debajo de
Disconnected.
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Esto nos estableceria la conexién con el servidor VPN, y tendriamos acceso al Flex desde el

SmartSDR 10S.
Valido para todos los dispositivos Apple.

Con esto hemos terminado con la instalacion del Servidor VPN.
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INSTALACION PARTE CLIENTE

Lo mismo que hicimos con la parte servidor, hay que hacerlo con la parte cliente.

Hay que bajarse el software vpn cliente para poder hacer la conexion.

Hay que decir, que se puede usar las conexiones vpn del propio Windows, pero yo he optado
por usar el cliente vpn de la propia casa del servidor. También recordar que la parte cliente se

instalara en la ubicacidon remota desde la que nos queremos conectar.

e http://www.softether-download.com/en.aspx?product=softether

(0]

también.

En mi caso Seleccionamos la version para Windows, hay opciones para Linux

en de Mi eBay I Gestionar Tienda

ww.softether-download.com/en.asg

Rastronet *.

@ Q Buscar

Rastronet Admin @ Envios de eBay P Resumen financiero m... ® WhatsApp Web g TourLine Express /il MRW By Traductor @ Calculedor de tarifas © LogMein **3 Panda Managed Offic..

&) SoftEther Download Center B oty

SoftEther Project Source Code on GitHub University of Tsukuba

Select Software
SoftEther VPN (Freeware) v

Select Component

[SoftEther VPN Client ]

Select Platform
Select CPU
Download Files (57)

» Note: The following program uses the network functions of the operating system because this is VPN software.
Some anti-virus software or firewalls warn that such behavior might be dangerous.
If your anti-virus disturbs the VPN function, add the VPN program file or the installer to the exception list.

@ SoftEther VPN Client (Ver 4.21, Build 9613, beta)
softether-vpnclient-v4.21-96 13-beta-2016.04.24-windows-x86_x64-intel.exe (42.88 MB)
Release Date: 2016-04-24 <Latest Build>
What's new (Changelog)
Languages: English, Japanese, Simplified Chinese
0S: Windows, CPU: Intel (x86 and x64)
(Windows 98 / 98 SE / ME / NT 4.0 SP6a / 2000 SP4 / XP SP2, SP3 / Vista SP1, SP2 /7 SP1 /8 / 8.1/ 10 / Server 2003 SP2 / Server 2008 SP1, SP2 / Hyper-V'
Server 2008 / Server 2008 R2 SP1 / Hyper-V Server 2008 R2 / Server 2012 / Hyper-V Server 2012 / Server 2012 R2 / Hyper-V Server 2012 R2)

EA4AYW. Jorge Gallardo. @Copyright. 2016.




SoftEther VPN Setup Wizard (Version 4.21.9613)
p

Welcome to the SoftEther VPN Setup Wizard

Extremely Powerful Open-Source VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance
VPN with the ultimate compatibilities to many devices. Windows, Mac, smartphones, tablets
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported.
SoftEther VPN also accepts OpenVPN and MS-SSTP VPN clients.

SoftEther VPN

L T T Ll

Pad iPhane

) Android Tab Android
Windows Linux Mac Windows kT Windows Phone IS0 VPN Routers

Lo =5 ) o=

@Siguiente ] [ Cancelar ]

Pulsamos en Siguiente.

:Desea permitir que este programa realice cambios en
el equipo?

m Nombre del programa: VPN Software
Editor comprobado: SoftEther K.K.
Origen del archivo: Unidad de disco duro en este equipe

@ Mostrar detalles Si ] [ No

Cambiar |a frecuencia con la que aparecen estas notificaciones

Decimos que SI, al control de cuentas de usuario.
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Select Software Components to Install

SoftEther VPN Client
3 SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Client

Install it on VPN client comuters. A VPN client computer will be able to connect to the central
” VPN Server. The management tools will be also installed.

End User License Agreement

Please read the End User License Agreement carefully.

SoftEther VPN Server, Client and Bridge are free software, and released as open- &
source. You can redistribute them and/or modify them under the terms of the GNU 3
General Public License version 2 as published by the Free Software Foundation.

Copyright (c) 2012-2016 Daiyuu Nobori.

Copyright (c) 2012-2016 SoftEther Project at University of Tsukuba, Japan.
Copyright (c) 2012-2016 SoftEther Corporation.

All Rights Reserved.

http://www.softether.org/

I agree to the End User License Agreement.

Aceptamos licencia y damos siguiente.
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Important Notices

' SoftEther VPN software has extremely powerful communication abilities. Before use please read the
Important Notices carefully.

THE IMPORTANT NOTICES ABOUT SOFTETHER VPN é
FUNCTIONS OF VPN COMMUNICATIONS EMBEDDED ON THIS SOFTWARE ARE VERY
POWERFUL THAN EVER. THIS STRONG VPN ABILITY WILL BRING YOU HUGE BENEFITS.
HOWEVER, IF YOU MISUSE THIS SOFTWARE, IT MIGHT DAMAGES YOURSELF. IN ORDER
TO AVOID SUCH RISKS, THIS DOCUMENT ACCOUNTS IMPORTANT NOTICES FOR
CUSTOMERS WHO ARE WILLING TO USE THIS SOFTWARE. THE FOLLOWING
INSTRUCTIONS ARE VERY IMPORTANT. READ AND UNDERSTAND IT CAREFULLY.
ADDITIONALLY, IF YOU ARE PLANNING TO USE THE DYNAMIC DNS, THE NAT

Damos siguiente.

Directory to Install on

g Please specify the directory to install SoftEther VPN Client.

@ C:\Program Files\SoftEther VPN Client

©) Specify the Directory

Advanced Install Options for Experts

Dejamos tal cual la ruta donde se instala el programa.
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Ready to Install

o
] ‘;- Install of SoftEther VPN Client is ready.

AY,

Click Next to perform the install.

Damos Siguiente.

Setup is in Progress

<, SoftEther VPN il

™ D0IfEfUEL ARIA o

The setup of SoftEther VPN Client is in progress.
Please wait...

Copying "Ci\Program Files\SoftEther VPN Client\installer.cache” ..

_

Comienza la instalacidon del software.
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Setup Finished

The setup process of SoftEther VPN Client has completed successfully.

Start the SoftEther VPN Client Manager.

SoftEther VPN is a work of the research and development project of Japanese
Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

Dejamos marcada la casilla de la imagen y damos Finalizar.

Connect Edit View Virtual Adapter SmartCard Tools Help
VPN Connecticn Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
[l_! Add VPN Connection

Virtual Network Adapter Name MAC Address

SoftEther VPN Client Manager G Not Connected = SoftEther VPN Client Build 9613

Nos muestra esta pantalla. Tenemos que pulsar doble clic sobre Add VPN connection.
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&2 SoftEther VPN Client Manager
Connect Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
(%3 Add VPN Conn

@ Before you can create a new VPN Connection Setting you need to

create a Virtual Network Adapter.

Do you want to create a Virtual Network Adapter?

Virtual Network Adapter Nam

C&X D Cw

SoftEther VPN Client Manager £@ Not Connected 23 SoftEther VPN Client Build 9613

Nos aparece una cuadro de dialogo y le damos que si. Esto nos crea el adaptador virtual de red
para la VPN.

A new Virtual Network Adapter will be created on the system.
You can specify a name for the Virtual Network Adapter, which can be a
maximum of 31 alphanumeric characters.

Virtual Network Adapter Name: |

Dejamos el nombre que aparece y damos Ok.
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Creating a new Virtual Network Adapter for Windows.

This process can take several seconds or over a minute.

Please wait...

(Please do not perform other operations while the Virtual Network Adapter is

being installed.)

--

Comienza la creacion del adaptador virtual.

‘ Connect Edit View Virtual Adapter SmartCard Tools Help

| VPN Connection Setting Name Status VPN Server Hostname

Virtual Hub Virtual Network A...

@)Add VPN Connecticn

Virtual Network Adapter Name
b VPN Client Adapter - VPN

MAC Address
00-AC-20-A1-F6-1E

Version
4.19.0.9594

G Not Connected

&3 SoftEther VPN Client Build 9613

Finalizada la creacion del adaptador, véase en la parte inferior de la imagen. VPN Client
Adapter-VPN, volvemos a hacer doble clic sobre Add VPN connection.
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@ Please configure the VPN Connection Setting for VPN Server.

Setting Name:  SmartSDR VPN
Destination VPN Server:

Specify the host name or IP address, and the port number
and the Virtual Hub on the destination VPN Server.

Host Name: vor S softether.net

Port Number: 443 v [ pisable NAT-T

Virtual Hub Name: VPN v

Proxy Server as Relay:
B You can connect to a VPN Server via a proxy server.
[ Import IE Proxy Server Settings ]
Proxy Type: @ Direct TCP/IP Connection (No Proxy)
©) Connect via HTTP Proxy Server
© Connect via SOCKS Proxy Server

Proxy Server Setting

Server Certificate Verification Option:

[] Always Verify Server Certificate

[ Manage Trusted CA Certificate List

Specify Individual Cert Show Individual Cert

[] Hide Status and Errors Screens

Escribimos segun foto los datos que nos pide.

[] Hide IP Address Screens

Virtual Network Adapter to Use:

8 VPN Client Adapter - VPN

User Authentication Setting:

Set the user authentication information that is required when
connecting to the VPN Server.

Auth Type: [f P:

User Name: jorge

Password: oooooooocl

You can change the user’s password on the VPN Server,

[ Change Password

Advanced Setting of Communication:

Reconnects Automatically After Disconnected
Reconnect Count: times
Reconnect Interval: 15 seconds

Infinite Reconnects (Keep VPN Always Online)

[F] Do not use TLS 1.0 [ Advanced Settings.. ]

[ oK ] [ Cancel

Setting Name: Nombre cualquiera, para identificar si te conectas a mas de un servidor VPN.

Host Name: Este es el nombre DNS que habiamos anotado anteriormente el que empezaba

por vpn123456789.softether.net

Port Number: en nuestro caso hemos usado el 443.

Virtual Hub Name: No poner nada, sale de forma automatica.

User Name: Usuario que dimos de alta en CREATE USER.

Password: Contrasefa que le dimos a ese usuario.

Resto de opciones como estan, le damos ok.
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' Connect Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name
f_l_'! Add VPN Connection

Status

VPN Server Hostname Virtual Hub Virtual Network A...

Offline

vpn S softether.net (Direct... VPN VPN

[E@SmartSDR VPN

Virtual Network Adapter Name
b VPN Client Adapter - VPN

Status MAC Address Version
Enabled 00-AC-20-A1-F6-1E 4.19.0.9594

SoftEther VPN Client Manager

Quedaria algo asi.

£ Not Connected &3 SoftEther VPN Client Build 9613

Ahora ya solo queda dar doble clic sobre la conexién creada, y nos conectara de forma

automatica al servidor VPN.

@ Connecting to "SmartSDR"...

@ Connecting to VPN Server _Smiaang<s softether.net ..

Al establecer la conexion, verifica usuario y contrasefia, nos asigna una IP y quedaria

conectado al servidor VPN.

EA4AYW. Jorge Gallardo. @Copyright. 2016.



CONFIGURACION NAT ROUTER

Hay que abrir una serie de puertos en el NAT del Router para que todo funcione
correctamente.

Cada Router es diferente, por lo que doy solamente los puertos a abrir.

. 443
. 1194
¢ 5555
. 992
« 4500
. 500
. 1701

Estos puertos hay que abrirlos a la IP interna de vuestro servidor VPN.
Es decir la IP que tiene el ordenador donde esté instalado el software servidor de VPN.

No es necesario que la red del cliente, y la red donde este el servidor sean de diferente rango.

MATERIAL USADO

* SoftEther VPN Open Source.Cliente / Servidor.

e Windows 7
e SmartSdr
e openVPN
e |0S Apple.
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